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Agenda

• Protecting Your Identity to Protect Your 
Business

• Threats to Your Identity

• Best Practices for Personal and 
Professional Identity Management

• Q&A
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Why Protecting Your Identity 
Matters to Your Business



Why Protect 
Yourself
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• According to CrowdStrike, 80% of all breaches use 
compromised identities

• For small business professionals, personal and business 
identities are closely intertwined

• Many small business professionals are owner, officer, 
director and key executive, with personal guarantees, or 
even personal accounts, to run the business



Identity Theft 
Impact
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Fraud and financial theft on an individual can have both an 
immediate and long-term impact on business credit 
standing: 

• Banking arrangements, payroll and tax payments, etc.

• Illegal purchases from your accounts and credit facilities

• Loans, mortgages and lines of credit taken out in your 
name

• The sale of your home or other assets

• Crimes committed in your name

• Government benefits and identities in your name
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Identity Fraud

Targeted 
Information
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• What are they looking for?

• Email address(es)

• Home address, phone numbers

• S.I.N. / S.S.N., driver’s license, etc.

• Login credentials

• Online transactions

• Online search activities

• Medical history

• Date of birth

• Browsing history

• From social media posts:

• Birthdays, events, school history, relative and pet 
names, anything that can help them pretend to be 
you



12

Best Practices
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Open Web 
Monitoring

Google Alerts
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Get alerted by Google when information you specify 
appears on the Internet

• Very simple to set up

• Powerful if someone attempts to impersonate you or 
your business

• More valuable than in the past because of “doxing”--
posting stolen information on the Internet when 
companies refuse to pay ransoms 
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VPN Benefits to 
Protect Your 
Identity
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• Provides a secure “tunnel” to connect to websites and 
services on the Internet

• Hides your search history, even from your ISP

• Hides your IP address and location

Consider a VPN for your personal internet activities



Choosing a VPN
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• Does the VPN Service Provider respect your privacy? 

• What country do they operate in? 

• Do they log user data? 

• Where are their servers located? 

• Do they use the most current protocols?

• Are they a credible company?



Definition:
A method of allowing access to 

applications, websites, systems 

or devices, only after the user 

presents two or more pieces of 

authentication evidence.

or

* * * * * * Something you know

Something you have Something you are

+

=



How can small businesses improve 
their security and protect their 
identity?
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Frees up:

• Time 

• Resources

• Capital 

Increase revenue:

• New services  

• Performance 
improvement of core 
offering

Improves operational 
performance:

• User experience

• Minimizes down time



Thank You
Please Be Safe & Stay Healthy

25

May-May Ogoigbe
mogoigbe@npcdataguard.com
905.305.6530

mailto:dmar@npcdataguard.com

