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Why is 
EMAIL so 
broken? 
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Hello! I’m...
Jaymon Lefebvre CET ISP CISSP CCSP CEH

Director IT Services
Wild Rose School Division

Western Alberta School District with ~4500 students ~1100 
faculty
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Over 40 years as the Internet shifted from 
being obscure, the inherent trust email was 
built on is no longer sufficient.

So what’d we do?

Is SMTP still simple?

John K. Smith

123 Main st.

SMTP turned 40 this year!
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Did you know?

● SMTP AUTH was only 
published in 1995?

● The Internet Mail 
Consortium (IMC) reported 
that 55% of mail servers 
were open relays in 1998,[5] 
but less than 1% in 2002.[6]

● SMTP as specified by Jon 
Postel had no passwords; 
each server was by design 
an open relay!

John K. Smith

123 Main st.

https://en.wikipedia.org/wiki/Internet_Mail_Consortium
https://en.wikipedia.org/wiki/Internet_Mail_Consortium
https://en.wikipedia.org/wiki/SMTP_Authentication#cite_note-5
https://en.wikipedia.org/wiki/SMTP_Authentication#cite_note-6
https://en.wikipedia.org/wiki/Jon_Postel
https://en.wikipedia.org/wiki/Jon_Postel
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Did you know?
● In 2006 Indiana Uni. carried 

out a study to quantify the 
effectiveness of phishing 
email messages.

● Phishing user credentials 
had a 72% success rate 
when the email came from 
an attacker impersonating a 
friend of the victim!

John K. Smith

123 Main st.
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Sender Policy Framework (SPF)

John K. Smith

123 Main st.
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Along comes DKIM

John K. Smith

123 Main st.
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Did you know?

● Gmail was one of the first 
major email providers to 
finally start making TLS the 
default in 2014.

● https://transparencyreport.
google.com/safer-email/ov
erview?hl=en

● Before that, email was 
mostly “simple”

John K. Smith

123 Main st.

https://transparencyreport.google.com/safer-email/overview?hl=en
https://transparencyreport.google.com/safer-email/overview?hl=en
https://transparencyreport.google.com/safer-email/overview?hl=en


SLIDESMANIA.COM
SLIDESMANIA.COM

May 12, 2021

Dear John,

Did you know that dogs can smell your feelings? Dogs can pick up on 
subtle changes in your scent, which can help him figure out how you 
are feeling, such as by smelling your perspiration when you become 
nervous or fearful.

Did you know that a cat uses its whiskers as feelers to determine if 
a space is too small to squeeze through?

Also, cats love to sleep. A fifteen-year-old cat has probably spent ten 
years of its life sleeping.

I thought you would like to know this!

Love,

Marie.

John K. Smith

123 Main st.
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   And we finally get to DMARC!
SPF pass & / || DKIM pass = DMARC pass

John K. Smith

123 Main st.
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John K. Smith

123 Main st.
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Who cares, Jaymon?
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John K. Smith

123 Main st.

https://mxtoolbox.com/DMARC.aspx

https://mxtoolbox.com/DMARC.aspx
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To

Subject

1

New Message

Original Message

Received-SPF: pass (google.com: domain wrsd.ca configured 64.46.59.92 as internal address)

Authentication-Results: mx.google.com;

spf=pass (google.com: domain wrsd.ca configured 64.46.59.92 as internal address) 
smtp.mailfrom=payroll@wrsd.ca

jaymon.lefebvre@wrsd.ca

Earning Statement For Jaymon B Lefebvre



SLIDESMANIA.COM

Did you know?

Did you know that a cat uses its whiskers as 
feelers to determine if a space is too small to 
squeeze through?

Also, cats love to sleep. A fifteen-year-old cat 
has probably spent ten years of its life 
sleeping.

Did you know that dogs can smell your 
feelings?

Dogs can pick up on subtle changes in your 
scent, which can help him figure out how you 
are feeling, such as by smelling your 
perspiration when you become nervous or 
fearful.

A man's best friend... Mmm, can I fit in?...
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I guess we’re just stuck then, sigh.
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How do we even get started?

1. Subscribe to a DMARC 
aggregate reporting service 
(they are many, your cloud 
partner can also recommend one)

2. Simply implement a DMARC 
p=none and direct the reports 
to the aggregate service

John K. Smith

123 Main st.
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Next…

1. Identify sending services that 
would have failed DMARC 
from your service catalog

2. Work with the business unit 
to determine whether it 
needs to send as the primary 
domain suffix

John K. Smith

123 Main st.
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And then…

1. If the business determines it 
NEEDS the primary domain, 
configure it correctly if possible

2. Services you identify that can 
pass DMARC and don’t need the 
primary domain can be broken 
out

John K. Smith

123 Main st.
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Such as…

Can the business adjust from 
payroll@wrsd.ca to 
noreply@payroll.wrsd.ca

John K. Smith

123 Main st.

v=dmarc1; p=none, sp=reject rua=mailto:jaymon@wrsd.ca

mailto:payroll@wrsd.ca
mailto:noreply@finance.wrsd.ca
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Other suggestions…

● Avoid allowing your domain to use relay 
services approved by SPF / IP address.

● Avoid the use of the quarantine policy 
(p=quarantine)



SLIDESMANIA.COM
SLIDESMANIA.COM

https://dropbox.tech/security/a-recent-phishing-campaign-targeting-dropbox

How we handled a recently phishing incident that targeted Dropbox
// By Dropbox Security Team • Nov 01, 2022
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Call to action…

● Consider adding DMARC as an approved 
vendor and RFP response requirement. 

● DMARC is a repeatable technical control. 
Focus as much or more on DMARC than 
user based phishing training.

● Phishing Fatigue is a real thing.

John K. Smith

123 Main st.
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Thank you!
Do you have any questions?

jaymon.lefebvre@wrsd.ca


